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The rise of IoT devices in domestic and shared home environments produces interpersonal data that implicates multiple family
members, giving rise to privacy concerns that individual control alone cannot adequately address. We conducted vignette-
based interviews with 10 families (N = 34) to examine how household members experience and negotiate sensing technologies
in everyday family life. Participants understood family data not merely as aggregated personal data, but as a socially embedded
and relationally meaningful form shaped by shared routines, roles, and caregiving practices. We present OurData as an
analytical lens that emerged from these findings to capture how sensing data in family contexts is collectively produced,
interpreted through relationships, and ethically implicated across household members. We further offer design guidance
for ubiquitous sensing systems that support family privacy through relational accountability, interpersonal awareness, and
context-sensitive negotiation of shared data.
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1 INTRODUCTION
The proliferation of IoT devices and sensor technologies has enabled the collection of detailed records of everyday
activities. Although these technologies are often designed with individual users in mind, the data they generate
frequently implicate multiple people and require collective interpretation. Research in ubiquitous computing has
increasingly examined group-based and interpersonal data, showing how shared sensing environments give rise
to collective privacy concerns and interdependent risks [16, 29, 32]. Studies of family exergames [64], shared
mental health displays [41], and workplace sensing [3] demonstrate that data are co-produced through social
interaction and acquire meaning at the group level, rather than being attributable to a single individual [32].

These dynamics are particularly salient in domestic sensing environments, where devices are embedded into
everyday routines and relationships, producing data that is intertwined with family life and shaped by long-term
interdependence [16, 29, 32, 33]. Prior research on smart homes and family privacy has documented challenges
such as shared exposure, relational inference, and asymmetric control among household members [29, 32, 38].
From the perspective of the semantic tangle [35], meaning in these environments emerges from the interaction of
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people, events, and spaces. This view echoes early UbiComp metaphors such as “living in a glass house,” which
underscore how pervasive sensing renders ordinary life increasingly observable [6, 13].
Despite these insights, much of the privacy discourse surrounding sensing technologies continues to rely

on individual-centric models that assume privacy decisions can be made through explicit consent and clearly
defined rule. In family smart homes, however, privacy is rarely negotiated in this way. Instead, it emerges through
ongoing relationships, shared routines, and implicit expectations among household members.
However, comparatively less attention has been paid to how people themselves come to recognize sensing

data as collectively relevant in everyday family life, and how such interpretations shape privacy reasoning before
questions of ownership, control, or consent are articulated. In family contexts, sensing data is often difficult to
decompose into individual contributions, yet prevailing analytical perspectives in prior work on group data in
law, psychology, and social sciences continue to emphasize individual ownership or access rights [49, 65]. This
mismatch raises fundamental questions about how privacy should be understood and designed for shared sensing
environments, where data becomes meaningful through family relationships rather than individual decisions.
Motivated by this gap, our study examines how people understand and reason about the data produced in

sensor-based environments shared by multiple family members. While privacy is often conceptualized as a matter
of explicit consent or formal rules, our study examines how privacy meanings instead emerge through ongoing
relationships, shared routines, and implicit expectations in everyday family life. We focus on family households as
a primary empirical context for examining privacy in smart sensing environments. Rather than treating families
as representative of all possible groups, we position them as a socially intimate and analytically rich setting in
which shared data is continuously produced through everyday routines, and where privacy judgments are shaped
by long-term cohabitation and unequal authority (e.g., between parents and children). This focus allows us to
examine how privacy meanings emerge under conditions of continuous ambient sensing without presuming a
particular model of group governance in advance. Thus, we set out the following research questions:

• RQ1: How do people make sense of and construct meanings around data produced in sensor-based envi-
ronments shared by multiple family members?

• RQ2: What kinds of privacy concerns and expectations emerge in these shared sensing contexts, and how
are they shaped by family relationships, roles, and everyday practices?

We conducted a qualitative study with 10 families (N = 34) using speculative vignettes grounded in real-world
sensing interactions. Participants frequently interpreted the sensing data as “about us,” implicating multiple
family members regardless of who technically generated or controlled it. In this sense, sensing data functioned as
a medium through which family boundaries, responsibilities, and moral expectations were negotiated. Based on
these findings, we introduce the concept of OurData as an analytic lens for examining how sensing data comes to
be understood as collectively meaningful and privacy-relevant in family smart homes. Rather than presuming
shared data as a predefined category, OurData captures how collectivity and privacy concerns emerge through
everyday encounters with sensing technologies, before questions of individual ownership, control, or consent are
articulated. The contributions of this study are threefold:

• We provide an empirical analysis of how family members interpret sensing data as collectively implicated,
introducing OurData as an analytic concept for this relational orientation toward shared data.

• We offer empirical insights into family privacy in smart homes by showing how concerns such as shared
exposure, relational inference, surveillance, and asymmetric control emerge through everyday sensemaking.

• We derive design implications for smart home systems that support shared data practices, emphasizing
relational and context-sensitive approaches beyond individual consent and static access control.
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2 RELATED WORK

2.1 From Individual Rights to Group Privacy: Rethinking Privacy as Collective Norm
Data generated through shared devices and social interactions often captures not only individual behaviors but
also shared routines and social dynamics [1, 8, 16]. These relational forms of data challenge individual-centric
models of privacy, which assume ownership and control reside with a single person. The emerging discourse on
group privacy frames data as a social artifact produced through participation, cohabitation, and interpersonal
relationships [7, 70].
Even before the emergence of ubiquitous computing, the notion of group privacy has long been explored

across law, psychology, and social science, where scholars have debated whether group privacy is a workable
concept, especially when collective interests cannot be reduced to the rights of individual members [70]. Recent
theoretical work has expanded the conceptualization of group privacy, including frameworks for understanding
dependencies and interrelations among members’ data [7]. While early discussions in privacy literature often
treated group concerns as extensions of individual rights such as freedom of association or protections within
family structures, recent studies argue that this is insufficient [49]. Group privacy is not merely the sum of
individual claims, but concerns aspects such as collective identity, internal group dynamics, and shared contextual
meaning. Concepts like relational or family privacy recognize that one person’s data may implicate others [71],
yet these protections usually rely on individual rights rather than a group’s autonomous ability to protect shared
data or boundaries [63].
Legal frameworks like the GDPR and CCPA partially ackowledge group concerns by safeguarding “special

categories” of data (e.g., race, religion, political views), which often apply to groups [70], but group privacy is not
formally recognized as a standalone right. This raises questions about defining collective data, assessing privacy
risks from multi-person patterns, and establishing strategies for collective governance.

As human-data interactions increasingly permeate social contexts, computing research has developed frame-
works to address collective privacy. Examples include collective privacy for collaborative OSN (Online Social
Network) content management [69], multi-party privacy for conflicting OSN settings [72], networked privacy for
effects of one person’s data on others [10], interdependent privacy for actions affecting others through third-party
apps [9], and peer privacy for private disclosures in peer groups [85]. One person’s data decision may inadvertently
affect others, complicating notions of informed consent [63].

2.2 Group Privacy in Sensing Environments
Recent advances in Internet of Things (IoT) and pervasive sensing have shown the latest evolution of Weiser’s
vision of ubiquitous computing, where computing becomes embedded in the fabric of everyday life and disappears
into the background [75]. Even mundane objects (e.g., TV, vacuum, smart toys) have become sensor-augmented
devices that continuously collect data, often without explicit user intervention, creating complex data flows
implicating multiple people.
In response to this shift, researchers have discussed how pervasive computing complicates the boundaries

between personal and collective data [15, 17, 29, 32]. Crabtree and Mortier [16] argue that much of the personal
data we generate is co-produced through interaction, emerging not as “mine” but as “ours.” Goulden et al. [32]
introduced the concept of interpersonal data to describe data generated through shared interactions among groups,
particularly in contexts like the smart home. Interpersonal data is inherently relational: it arises from collective
action, affects multiple people, and resists being cleanly owned or managed by a single individual.
As devices increasingly sense and transmit data automatically, questions around consent, transparency, and

ownership become more complex [15, 17, 29]. This perspective calls for data governance models that reflect the
collaborative and negotiated nature of data, especially in settings with multiple people, such as homes, workplaces,
and public spaces. Subsequent work highlights issues like asymmetrical visibility, ambiguous consent boundaries,
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and potential collective harm when multiple parties are implicated in the same data traces [19, 60, 67, 81]. Despite
these insights, most research remains theoretical, with limited empirical studies examining how people perceive,
interpret, and negotiate relational, socially embedded data.

2.3 Multi-user Privacy Challenges in Smart Homes with Families
Building on these findings, family households provide a particularly relevant context for studying multi-user

privacy in practice. In ubiquitous computing environments, smart home technologies continuously collect data
that is often relational, ambient, and temporally extended, embedding sensors into everyday family life [34, 50, 84].
In such contexts, privacy risks are not confined to individuals, but emerge from the interdependent interactions
among household members. This highlights a key limitation of individual-centric privacy models, which cannot
fully capture relational dynamics in domestic environments.

Empirical studies in family households have documented specificmulti-user privacy challenges. Unequal control
over devices is a common concern: household members who set up and manage smart home systems—typically
the more tech-savvy—often have broader access to device settings and activity logs, while other members may
have limited awareness or agency [29, 38, 47, 82]. Such asymmetries shape divergent privacy experiences and, in
extreme cases, can facilitate intimate partner violence or abuse [54].
Closely related to control, unintended data exposure arises as smart speakers, cameras, or activity monitors

reveal behaviors, preferences, or routines to other family members or external actors [14, 45, 83, 84]. These
exposures can create conflicts over routine household activities, including children’s device use, shared media
habits, or parental monitoring, reflecting relational privacy challenges unique to family life [30, 38, 74].

While these studies provide valuable observations, they rarely examine household-level or relational risks in a
systematic way, nor do they explore how family members interpret, negotiate, and collectively manage shared
data flows. In other words, prior work largely focuses on access, control, and conflict resolution, but does not
capture the everyday sensemaking and relational dynamics that emerge in smart sensing environments. This
gap underscores the need for conceptual approaches that explicitly consider family-specific privacy dynamics in
ubiquitous computing contexts, including how household members perceive, interpret, and make sense of data
generated by multiple people in real-world sensing environments.
These challenges are further compounded by the legal context. Although EU data protection law generally

exempts purely personal or household activities from formal responsibility, the increasingly networked nature
of smart homes blurs these boundaries, requiring families to coordinate internal responsibilities, negotiate
visibility, and manage shared accountability [29]. The combination of relational, technical, and legal complexities
demonstrates why family households are a critical site for studying multi-user privacy in ubiquitous computing
environments.
3 METHOD
We conducted a vignette-based interview study to explore how families make sense of shared sensor data and
negotiate privacy in everyday contexts. The study was designed to examine how privacy reasoning emerges
around family-based sensing, rather than to evaluate specific technologies or compare use cases.

3.1 Participants
Ten families (N = 34) in Korea were recruited through school-affiliated educational institutions, which resulted in
a participant pool consisting largely of households with school-aged children. All participating families had at
least one school-aged child. Children younger than approximately 10 years old were excluded due to concerns
about their ability to meaningfully engage in discussions.
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Table 1. Participant Families and Reported Smart Device Usage.

Demographics Reported Use of Smart Sensing Devices

Family 1 (F, M, G-13, B-12) Wearable devices, Smart speaker, Smart camera, Smart appliances (vacuum, fridge)

Family 2 (F, M, B1-13, B2-10) Wearable devices, Smart speaker, Smart camera, Smart appliances (vacuum, fridge), Smart
sensors (lighting, humidity, door, motion)

Family 3 (F, M, B-13) Wearable devices, Smart speaker

Family 4 (F, M, B-10) Wearable devices, Smart speaker, Smart sensors (lighting, humidity)

Family 5 (F, M, B-12) Wearable devices, Smart speaker, Smart camera, Smart appliances (vacuum, fridge)

Family 6 (F, M, G1-14, G2-12) Wearable devices, Smart speaker, Smart camera, Smart sensors (lighting, sleep), Smart appli-
ances (vacumm)

Family 7 (F, M, B-13) Wearable devices, Smart speaker, Smart camera, Smart appliances (vacuum)

Family 8 (F, M, G1-14, G2-11) Wearable devices, Smart speaker, Smart camera

Family 9 (F, M, G-13) Wearable devices, Smart speaker, Smart camera, Smart sensors (lighting)

Family 10 (F, M, B-12) Wearable devices, Smart speaker, Smart camera

Only families with prior experience using smart home or IoT devices (e.g., smart speakers, security cameras,
health trackers) were eligible to participate. During sign-up, participants were asked to list all smart home devices
they had used to help contextualize their familiarity with sensor-based technologies.

Families received approximately 80 USD as compensation. All procedures were IRB-approved. Written informed
consent was obtained from all adult participants, and explicit assent was obtained from all children. For in-person
sessions, consent was obtained on-site; for remote sessions, consent forms were explained verbally and returned
by email. Participation was voluntary for all family members.

3.2 Vignette Design
We developed three independent vignettes representing everyday family contexts involving shared sensing: (1)
family health management and monitoring, (2) device sharing, and (3) home monitoring and safety. These contexts
are well established in prior ubiquitous computing research on smart homes and family technologies, including
studies of family health monitoring and care practices [41, 45, 64], shared and multi-user devices in domestic
settings [30, 32, 38, 40, 56], and home monitoring systems related to safety and surveillance [16, 29, 77]. Rather
than exhaustively covering smart sensing use cases, we designed the vignettes as analytical probes that draw
on familiar sensing scenarios to elicit reflection on how family privacy concerns arise as data are co-produced,
accessed, and interpreted in domestic environments.

3.2.1 Design Principles and Analytic Dimensions. Building on these established sensing contexts, the three
vignettes were selected to systematically vary key dimensions relevant to family privacy in sensing environments.
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Fig. 1. Vignette 1: Family Health Management & Monitoring: A family uses smartphones and smartwatches to track and
share both physical and mental health. Data includes steps, sleep, heart rate, and self-reported mood via surveys

These dimensions were drawn from recurring themes in prior smart home and family privacy literature and
served as sensitizing concepts rather than a prescriptive design model.
(1) Spatial scope of sensing (shared domestic spaces vs. localized activities),
(2) Temporal persistence of sensed data (momentary capture vs. longitudinal accumulation),
(3) Visibility and inferability of sensing outputs (directly observable vs. inferred/derived),
(4) Alignment or misalignment between data producers, subjects, and stakeholders, and
(5) Sensing modalities involved, which shape the types of behavioral and relational inferences that can be

drawn.

Fig. 2. Vignette 2. Device Sharing: A family uses a smart speaker linked to the husband’s account for shared tasks like music,
shopping, and controlling home devices. Visiting relatives occasionally use the device as well.
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Fig. 3. Vignette 3. Home Monitoring & Safety:A family installs smart cameras inside and outside the home for safety, and
uses a teddy bear-shaped smart toy with a microphone to monitor their child.

To keep the vignettes legible and grounded in participants’ everyday understanding, we focused on physiologi-
cal, health-related, and audio or video sensing, and intentionally excluded less visible signals such as electricity
usage or network traffic. Each vignette foregrounded different aspects of these dimensions, with particular
analytic emphasis. The Family Health Management vignette primarily highlighted issues related to temporal
persistence and the visibility of health data; the Device Sharing vignette drew attention to misalignments between
data producers, subjects, and stakeholders; and the Home Monitoring vignette emphasized questions of spatial
scope and sensing modality. Across all three vignettes, however, multiple dimensions often co-occurred and
interacted, reflecting the layered nature of privacy concerns in family sensing environments.

3.2.2 Ordering and Independent Design. Each vignette was treated as a standalone prompt, and participants
encountered all three vignettes in a fixed order. The analysis focused on themes that cut across vignettes rather
than comparing responses between them, minimizing carryover effects and avoiding narrative escalation that
could bias privacy reasoning.

3.3 Storyboard-based prototype
Each vignette was paired with a lo-fi storyboard-style prototype simulating a smart home data management
interface (Figure 4). While the vignettes varied everyday contexts of shared sensing, the storyboards foregrounded
privacy management factors within each context.

The storyboard design was informed by prior work on privacy management at the level of sensitizing concepts,
such as awareness (who can see what data) and control (who can modify, delete, or share data), and boundary
negotitation [4]. These concepts were not introduced to participants as analytic categories, nor were participants
asked to evaluate the scenarios using privacy management terminology. Instead, the storyboards were designed
to make privacy-relevant tensions perceptible while leaving interpretation and evaluation open to participants.

This separation allowed the study to vary context through the vignettes and privacy-relevant conditions through
the storyboards, supporting examination of how families reason about group privacy beyond individual-based
privacy management models.
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1. Data type - what 2.  Data usage - how 3. Data retention - when

4. Data storage - where 5. Data access - whom

Fig. 4. Lo-Fi Storyboard Prototype.

3.4 Procedure
Before the interviews, participants were briefed on the study’s purpose, procedures, and data confidentiality.
Families were introduced to the context of shared sensing and general concepts of collective or family-level
data without providing a fixed definition of “OurData,” minimizing researcher-directed priming. Interviews
were semi-structured and conversational, lasting approximately 70 minutes. Sessions were conducted in a one-
family–two-interviewer format. Two interviews were conducted in person, while the remaining interviews
were conducted remotely via Zoom. All interviews were conducted in Korean, the participants’ native language.

Fig. 5. Study design and procedure for the conceptualization of OurData
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Facilitators maintained neutrality, encouraged elaboration, and prompted children to respond first to mitigate
potential power imbalances.

3.4.1 Conceptual Framing. At the start of each session, participants were introduced to each vignette along with
initial prompts aimed at eliciting their understanding of collective data. Participants reflected on shared versus
personal data using their own descriptors (e.g., “jointly generated,” “visible to all,” or “used collectively”), enabling
examination of how sensing technologies shape social and ethical experiences. These reflections informed a later
typology synthesizing classification strategies across spatial, temporal, activity, and device contexts.

3.4.2 Vignette Reflection. Families engagedwith all three scenarios individually. The fixed vignette order followed
design workbook methodologies [18, 76, 78], emphasizing exploratory reflection rather than experimental
manipulation. Each vignette was paired with its storyboard prototype, and open-ended prompts (e.g., “Would
you consider this data your own, someone else’s, or shared?,” “Who should be able to see this?,” and “What
privacy concerns might arise?”) guided discussion. This setup supported reflection on family data practices and
negotiation of privacy boundaries.

3.4.3 Data Analysis. With participants’ consent, remote sessions were video-recorded and in-person sessions
audio-recorded. All recordings were transcribed and analyzed using manual qualitative coding. Four researchers
independently familiarized themselves with transcripts, generated initial codes, and collaboratively refined
patterns through iterative discussion. We applied reflexive thematic analysis, allowing codes and themes to emerge
organically through interpretive engagement with participants’ narratives [11], capturing both participants’
conceptualization of OurData and their situated privacy reasoning in everyday family contexts.

4 RESULTS

4.1 Interpreting and Negotiating OurData in Families (RQ1)
We explored RQ1,“How do people make sense of and construct meanings around data produced in sensor-based
environments shared by multiple family members?” Participants were encouraged to freely discuss what distin-
guishes personal data from group (i.e. family) data and to articulate their own understanding of what constitutes
family data, including its definition, scope, and components, through concrete examples from daily life. Note
that we did not predefine or introduce the term in advance. Rather than applying a predefined concept, the
notion of OurData emerged inductively from participants’ responses as they reflected on and reasoned about
shared sensing data in their everyday family contexts. Our analysis proceeded in two complementary layers.
First, we examined how participants conceptually articulated collectively generated data and distinguished it
from personal data, drawing on classification lenses such as spatial context, relational ties, attribution, and access.
Second, we examined how these conceptual understandings were enacted and refined in everyday domestic
contexts through discussions grounded in the vignette scenarios, which elicited participants’ situated social
reasoning about shared data in relation to specific spaces, devices, activities, and family routines. While we
analytically distinguish between conceptual articulation and situated reasoning, participants’ articulations of
OurData were often grounded in concrete examples introduced through the vignette. As a result, vignette-based
references are interwoven throughout the themes reported in this section, rather than treated as a separate layer
of findings (See Appendix for detailed vignette-specific participant responses)

Based on these analyses, we developed a typology, later named OurData, that integrates participants’ reasoning
across space, time, activity, and devices, bridging conceptual understanding and practical boundary negotiation.
Participants are identified by family unit (P𝑘) and role: Father (F), Mother (M), and Child (B: Boy, G: Girl), using
the format P𝑘–F/M/B/G.
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Table 2. Dimensions distinguishing personal data from family data (OurData) based on participants’ classification criteria.
Each dimension reflects key perspectives participants used to think about data in terms of personal versus collective relevance.
The “Related Themes” column indicates which thematic factors in the Results section primarily involve each dimension (i.e.,
T1. Shared activities in time and space, T2. Social intimacy level, T3. Individual attribution and contribution, T4. Use purpose
and context, and T5. Technical definitions and data accessibility). These dimensions are not mutually exclusive but often
overlap in participants’ reasoning across different contexts.

Dimension Personal Data Family Data (OurData) Related Themes

Space Private spaces (e.g., bedroom) – Data
from personal devices used only by
the individual.

Shared spaces (e.g., living room,
kitchen) – Any data collected in these
spaces is considered collective.

T1, T4

Time Asynchronous (non-concurrent) –
One person interacts with a device
separately.

Concurrent (synchronous) – Multiple
users interact or are present when
data is generated.

T1

Activity Solo activities (e.g., browsing on a
smartphone, writing a personal
journal).

Shared activities (e.g., family gaming,
group exercise, conversations
captured by smart speakers).

T1, T2

Device Personal devices (e.g., smartphone,
smartwatch) – Device is used only by
the owner.

Shared devices (e.g., smart speakers,
security cameras, shared tablet) –
Any data captured, even if only one
person is using it, is still collective.

T2, T4

Involvement Direct – The person intentionally
interacts with the device and
generates data.

Indirect – Data is generated through
ambient collection (e.g., voice
assistants picking up conversations,
cameras recording presence) or one
can access/view the data.

T3, 4

Relationship Data remains within the individual’s
control.

Data is accessible to family members,
regular visitors (e.g., housekeeper), or
even bystanders.

T3, T5

4.1.1 Conceptual Articulation of OurData. Across families, participants offered diverse interpretations of what
counts as OurData. These interpretations were shaped by social, spatial, temporal, and technical dimensions
(Table 2). Importantly, the dimensions appeared across multiple themes rather than aligning one-to-one, serving
as interpretive lenses rather than mutually exclusive categories. From our analysis, five main themes emerged
(T1–T5), each reflecting a distinct reasoning pattern that families applied to define or contest group data boundaries.
These themes were articulated both abstractly and through reflections on the three shared sensing scenarios,
clarifying how families interpret OurData in both social and practical contexts.

• T1. Shared activities in time and space
Participants often defined OurData as data generated through joint activities with co-presence. This
reasoning was articulated most clearly in scenarios where family members engaged in activities together.
For instance, in the health monitoring scenario, P1-G reflected on location and activity tracking during
shared walks, saying, “Dad and I play Pikmin together as we walk. We share our location data. I assume this
is a type of family data?” Similarly, P4-B emphasized that collectivity stems from doing things together
rather than simply being co-located, noting, “Only the data from what we do together matters.” When
this activity-based reasoning was applied across other vignettes, however, participants differed in how
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narrowly they interpreted what counts as “doing things together.” In Vignette 3 (Home Monitoring &
Safety), P3’s son argued that group data only emerges through synchronized and intentional participation,
stating, “If we’re just all caught on camera doing our own things, that doesn’t feel like family data.” When
this activity-based reasoning was applied across other vignettes, however, participants differed in how
narrowly they interpreted what counts as doing things together.” These contrasts show that shared activity
served as an initial anchor for defining OurData, but its boundaries were continually negotiated across
vignettes based on intention, coordination and everyday family practices.

• T2. Social intimacy level
OurData was often framed around social intimacy and relational closeness, with participants emphasizing
that collective data requires mutual awareness and shared legitimacy among members. This perspective
surfaced consistently across vignettes involving shared devices and monitoring technologies. P4-F described
family data as requiring mutual awareness and agreement among members, stating, “I think group data is
only applicable to socially intimate groups. It’s like a membership. You are aware that you’re in it, and you can
fully exercise your rights equally with others who are in it.” Similarly, P7-F drew a clear boundary around
family membership, emphasizing, “Beyond family, things get too complicated.”
This emphasis on social intimacy shaped how participants reasoned about people who were present in the
data but ambiguously positioned within the social group. In Vignette 2 (Device Sharing), while nannies or
frequent helpers were often informed that their voices might be recorded, they were not always considered
part of OurData. P6-M explained, “We tell the nanny that the speaker records voices, and she can use it for
commands, but that doesn’t mean the data is family data in the same way.” By contrast, incidental users such
as guests or delivery workers were more clearly excluded. P8-F noted, “Bystanders didn’t agree to be part
of the system. They shouldn’t be included just because their voices were captured.” P1-F remarked, “Guests
have rights over their data, but they’re not contributors to our family data.” These examples illustrate that
collective data boundaries were shaped less by data presence and more by social recognition and perceived
legitimacy within the group.

• T3. Individual attribution and contribution
Disagreements about whether data should be considered OurData often hinged on perceptions of who
meaningfully contributed to the data and to whom it could be attributed. Across vignettes, participants
evaluated not simply co-presence, but whose actions were seen as constituting the data within family
practices. In Vignette 3 (Home Monitoring & Safety), participants emphasized identifiable individual
behavior as a reason to resist collective framing. P9-G explained, “If I’m the only one dancing in front of the
smart camera while other family members are just passing by, it feels like I’m the only one contributing to the
data.”
At the same time, participants described how individually attributable data could still be treated as OurData
when embedded in shared family routines. In Vignette 1 (Family Health Management & Monitoring), health
and activity data were seen as originating from individuals but becoming collective through joint review
and use. P8-M noted, “We look at the data together as a family, but each record still comes from a specific
person.” Together, these perspectives show that individual attribution did not function as a fixed boundary,
but as a negotiated factor in determining when and how data could be treated as OurData within the
household.

• T4. Use purpose and context
Families interpreted data ownership primarily through the purpose and context of device use, rather than
assuming that shared devices or co-presence automatically produced OurData. Across vignettes, participants
focused on why a device was used and for whom, using these considerations to distinguish personal from
collective data. This reasoning was most explicit in Vignette 2 (Device Sharing). When the smart speaker
was used for individual purposes, such as searching for information or playing music alone, the resulting
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data was often framed as personal despite the device being shared (P8-G2: “If the purpose was personal, then
it’s personal data.” ). By contrast, when the same device supported explicitly family-oriented activities, such
as joint games or commands, participants described the data as collective (P4-F).
Similar distinctions appeared across other vignettes. Participants differentiated between data generated
for shared family goals (e.g., monitoring children or managing family health) and data reflecting isolated
individual activities. Even when data was produced in shared spaces or later discussed collectively, solo-
oriented use was often treated as personal, whereas data tied to shared intentions or responsibilities
was more readily treated as OurData. Overall, spatial co-location or shared access informed participants’
reasoning but did not determine it on their own; instead, purpose and intended use functioned as key
lenses through which families negotiated whether data should be treated as personal or collective.

• T5. Technical definitions and data accessibility
Some families defined OurData primarily through technical structures and access rights rather than shared
activity or social meaning. Across vignettes, participants emphasized how data were aggregated and made
accessible within the household, treating system design as a key determinant of collectivity. In Vignette 1
(Family Health Management & Monitoring), family health data was often described as a technical grouping
of individual records rather than data produced together. As P2-F noted, “Family health data feels like the
sum of each person’s data. It’s grouped by the system, not because we created it together.”
Accessibility further shaped interpretations in Vignettes 2 and 3. Some participants argued that data became
collective when it was visible or manageable by all family members, regardless of who generated it. As P4-M
explained, “If everyone in the family can access it, then it becomes family data.” In this framing, OurData
was constituted less by shared experience and more by how systems configured aggregation and access.

4.1.2 Typology of OurData. Based on families’ interpretations and negotiations across the vignettes, we propose a
typology that clarifies how different forms of data come to be understood as OurData within households (see Table

Table 3. Typology of OurData.

Term Scope / Example Attribute How it becomes OurData

Proactive Interpersonal
Data

Data actively generated
through joint participation or
social interaction.

Active co-participation and mutual
awareness.

Because people actively engage together
in creating the data, ownership is seen as
naturally collective.

Ambient Co-produced
Data

Data generated through multi-
ple individuals’ intentional or
incidental contributions, often
captured by pervasive sensing
technologies in a shared envi-
ronment.

Incidental or ambient contribution
without full awareness.

Since the environment captures every-
one’s contributions—whether intentional
or not—the data comes to represent the
group collectively.

Shared Personal Data

Data initially created by an in-
dividual but made accessible
to others, either through in-
tentional sharing or system-
mediated exposure.

System-driven or intentional exposure
to others.

Even if the data was generated individu-
ally, when others can access or are affected
by it, it transforms into shared data and is
collectively interpreted.

OurData Includes all of the above cate-
gories.

Social context + technological media-
tion. Data is constituted through rela-
tionships, environments, devices, ac-
tivities, and other factors not solely
attributable to any one individual.

Data emerges from shared contexts and
mediated environments, where ownership
is no longer solely individual.
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Fig. 6. Illustrative cases of OurData: Each type reflects different mechanisms of data generation and interpretation, clarifying
how individually or jointly produced data can become socially perceived and collectively owned.

3, Figure 6). Rather than categorizing data solely by technical characteristics, this typology reflects how family
members reasoned about shared data in everyday domestic contexts, drawing on activity, co-presence, attribution,
purpose, and access. To develop this typology, we conducted thematic coding of interview data, focusing on
recurring patterns in how participants described the generation, visibility, and use of data in shared family
environments. The resulting categories capture not only how data is produced through sensing technologies, but
also how families socially constructed data as collective through joint activities, shared routines, and negotiated
boundaries. In doing so, the typology formalizes the concept of OurData as it emerged from families’ lived
experiences rather than from predefined system assumptions.

• Proactive Interpersonal Data refers to data that is intentionally created through joint participation among
family members who are engaged in a shared activity. Unlike prior conceptualizations of interpersonal
data, which often emphasize data that incidentally reveals information about others through sensing or
inference, proactive interpersonal data emerges from situations where family members knowingly engage
in a collective activity with the understanding that data will be generated and shared at the family level. In
these cases, family members explicitly recognized their mutual involvement and understood the resulting
data as belonging to the family unit. Examples include families playing multiplayer games together on a
shared smart display or jointly exercising while tracking activity through connected devices. Such data
closely aligns with participants’ emphasis on shared activity and co-presence (T1), where collectivity
stemmed from “doing things together” as a family.

• Ambient Co-produced Data refers to data that emerges from the overlapping presence and actions of
multiple familymembers in shared domestic spaces, often captured passively by sensing technologies. Family
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conversations partially recorded by smart speakers, or motion and sound data generated as household
members move through common areas, were frequently discussed as examples of data that no single
individual fully authored. While contributions were sometimes incidental, families often treated this data
as collective because it reflected everyday family life and routines, echoing participants’ reasoning around
social intimacy and shared environments (T2, T4).

• Shared Personal Data refers to data that originates from an individual family member but becomes
socially collective through visibility, access, or use within the household. Health, activity, or behavioral
data generated by personal devices were often discussed in this way. Although such data remained tied to
individual bodies or actions, families described how reviewing, managing, or acting on this data together
shifted its meaning and governance into a shared domain. This category reflects participants’ negotiations
around individual attribution and access (T3, T5), where data was not fully detached from the individual
but nonetheless treated as part of family-level decision making.

Overall, these findings show that families did not treat OurData as a fixed category determined solely by
device type or data modality, even though both clearly shaped how data was initially perceived. Instead, families
constructed OurData through ongoing social reasoning that integrated device characteristics with shared activities,
family relationships, individual contribution, use purpose, and access. Across vignettes, participants moved fluidly
between abstract notions of “family data” and situated judgments grounded in everyday domestic practices, often
revising their interpretations as they considered specific devices and scenarios. This process reveals OurData as a
negotiated and context-dependent construct, shaped by both the technical properties of sensing technologies and
families’ social interpretations of how those technologies fit into household life. By articulating these interpretive
patterns and the resulting typology, RQ1 clarifies how collective data becomes meaningful in families, providing
a foundation for examining how such meanings translate into privacy expectations, governance, and negotiation
practices in shared sensing environments.

4.2 Privacy Concerns and Expectations in Managing OurData
This section answers RQ2: “What kinds of privacy concerns and expectations emerge in these shared sensing contexts,
and how are they shaped by family relationships, roles, and everyday practices?”

4.2.1 Shaping OurData: Sensitivity and Social Context. We examined how families interpreted the sensitivity of
different data types and whether related privacy risks were understood as personal or collective.

• Physiological Data: Personal data but harmless Participants treated physiological data (e.g., heart
rate, sleep patterns) as primarily personal and low-risk despite its identifiability. As P3-F noted, “They’re
just figures—what can you do with my heart rate?” However, when such data were collected in shared
spaces, some participants acknowledged that they could raise questions of shared responsibility within the
household.

• Health Data: Reframed as sensitive and collective In contrast, when physiological data was translated
into health-related information at the service layer (e.g., diagnoses, mental health, menstrual cycles),
perceptions significantly shifted. Health data were widely regarded as sensitive and collectively relevant,
particularly in families managing ongoing conditions, where shared responsibility reframed such data as
part of OurData.

• Audio and Video: Highly sensitive and collective Families highlighted that these data types originate
from shared devices in common spaces, making them inherently collective. Particular concern centered
on children’s data, as participants noted that children are less aware of privacy risks and more easily
identifiable, amplifying ethical concerns and the need for careful collective governance of such data.
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4.2.2 Family-Level Privacy Risks: Inference, Surveillance & Asymmetric Control. Participants often framed privacy
threats as collective, affecting the family as a whole. We summarize the primary family-level privacy concerns
below.

1. Inference.

• Health Status Inference: Families with chronic conditions or health histories were sensitive to stigmati-
zation and unwanted exposure. P2-M said,“Even anonymized data about my son combined with other family
data could identify him.” P1-F worried about aggregated family data being compared to other families,
feeling it could misrepresent them. Mothers also raised concerns about children’s health data, such as
menstrual tracking, emphasizing that breaches could compromise the family’s collective privacy.

• Lifestyle Profiling: Participants noted that passive sensing (appliance use, sleep, IoT devices) could expose
family routines and patterns. P6-F said, “All these connected devices might overexpose and profile our family
routines.” P2-M highlighted that combined logs reveal daily rhythms, not just individual behavior.

• Ideological and Social Profiling: Families worried about classification or stereotyping based on con-
versations or social values captured by smart speakers. P7-M stated, “Conversations reflect intentions and
values. That’s why I see it as family data, not just mine or others’.”

• Family Dynamics: Concerns extended to sensitive family interactions such as conflicts or emotions being
recorded unintentionally, adding another layer of collective privacy risk.

2. Surveillance & Asymmetric Control.

• External Surveillance: Families feared hacking, unauthorized storage, or misuse of audio/video data,
particularly of children. P4-F described this as living with a one-way mirror, reflecting anxiety about data
persistence and third-party access.

• Internal Surveillance: Cameras and smart home systems could reproduce power asymmetries. P5-M
noted, “It’s like only one person gets to watch everyone else.” Default admin roles often reinforced hierarchical
control, creating internal privacy tensions.

• Asymmetric Control: Children were concerned about parental access to data from private areas (bed-
rooms), emphasizing control over visibility and consent. P7-B said,“It doesn’t feel right if I don’t know what’s
recorded about me.” Parents often saw oversight as protection, though some acknowledged the need to
respect children’s evolving autonomy over family-level data.

4.2.3 Expectations for Managing OurData. Participants voiced concerns about how OurData should be stored,
retained, and accessed. These concerns reflect two distinct privacy regimes: (1) external risks related to institutional
data control, such as third-party exposure or misuse; and (2) intra-family tensions involving relational boundaries
and fairness around data access within the household. We organize participant responses accordingly.

• External Expectations
– Data Retention: Participants were uneasy about how long their data is stored by cloud services or third
parties, fearing that prolonged retention could lead to unintended exposure or misuse. For example, some
worried that even mundane data could later be used for profiling by insurance companies or governments.

– Data Storage: There was discomfort about the lack of transparency regarding where data is stored and
how securely it is managed. Cloud-based and smart home platforms were met with skepticism, especially
when storage locations or protocols were opaque. P10-M noted, “We can try to protect our data locally at
home, but once it’s out, like sent to a server, I don’t think we have any real control anymore. I think where
and how they store them is not clearly delivered to users.” Participants desired features such as configurable
expiration periods and minimized long-term external storage.
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– Data Access & Control: Ethical concerns were raised over third-party access to family data. Participants
struggled to identify who should give their consent to govern data representing multiple members of the
household. There was strong opposition to third-party use of their data [48].

• Intra-Family Expectation
– Data Retention: Families preferred shorter retention of sensitive or personal data collected within the
home, especially related to private moments or children’s activities. For instance, P8-G1 emphasized, “I
want the data from my room to disappear quickly. It feels weird to think my parents or someone else might
still see it later.”

– Data Storage: Participants wanted transparency and control over where data is stored within shared
household systems. They hoped for mechanisms to restrict access based on consent from all relevant
family members and to review or adjust data handling as relationships evolve.

– Data Access & Control:Managing access within families was described as challenging, especially as
single actions (e.g., activating a smart speaker) might inadvertently expose data about multiple people.
Parents reported making decisions on behalf of children but acknowledged that this could oversimplify
complex privacy dynamics involving non-initiators or guests.

5 DISCUSSION
This study examined how families interpret, negotiate, and manage shared sensing data in everyday
domestic environments, leading to the articulation of OurData as a situated way of reasoning about
collective data. Our findings highlight how families dynamically construct its meaning through social
relationships, shared routines, device affordances, and ethical considerations.

5.1 OurData for Family Privacy as Contextual, Plural, and Socially Constructed
Participants described OurData not as a fixed data category, but as a contextual construct emerging through
family relationships, domestic routines, and shared sensing environments. Rather than assuming data to
be inherently individual or collective, families interpreted it relationally based on how it was produced,
surfaced, and made meaningful in everyday life. For example, health data collected via personal trackers
was often initially understood as individual, yet reinterpreted as shared when embedded in co-monitored
routines such as caregiving or shared health goals. Importantly, participants did not rely on fixed rules to
determine whether data constituted OurData. Instead, they described making contextual judgments based
on household roles, situational relevance, and patterns of circulation. To capture this reasoning, we draw
on the notion of semi-common, which captures situations in which data remains individually produced,
yet is treated as shared in practice (e.g., food assumed to be shared in a family refrigerator) [24, 27]. This
characterization highlights OurData as fluid and plural, shaped through ongoing social interpretation rather
than formal ownership boundaries. OurData is best understood not as a static object, but as an ongoing
process of social meaning-making shaped by visibility and relational dependency. This perspective aligns
with third-wave HCI and embodied interaction approaches [20, 21, 36], which emphasize that data and
privacy emerge from socially and contextually situated practices rather than fixed technical definitions.

5.2 Rethinking Privacy Risks as Collective Exposure in Smart Homes
Consistent with prior smart home research, participants described privacy risks such as surveillance,
inference, and loss of control [13, 73, 83]. However, these risks were rarely framed as purely individual
harms. Instead, participants emphasized collective exposure, where data about one family member implicated
others or the household as a whole. This perspective aligns with theoretical work on group and collective
privacy, which emphasizes that group data cannot be reduced to individual consent or control [49, 70].
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Such concerns can be explained through multiple forms of privacy dependency [7]. First, tie-based depen-
dencies were salient in shared domestic routines. Data generated by one person, such as voice commands,
health metrics, or presence data, was perceived as revealing information about others who shared the
same space or practices, implicating family members who were not the intended subjects of data collection.
Second, participants described similarity-based dependencies, where aggregated household data enabled
profiling of the family as a whole. Patterns derived from shared routines, health data, or everyday voice
interactions were seen as categorizing the household over time, echoing prior concerns about inference and
secondary use in sensing systems [13, 42]. Finally, difference-based dependencies emerged when deviations
from household norms heightened exposure. Data related to children, elderly parents, or family members
with health conditions became more identifiable precisely because they did not conform to aggregated
patterns, resulting in disproportionate exposure within collective data traces. These dynamics were further
shaped by internal power asymmetries. Echoing prior work on parental monitoring [38, 83], participants
described tensions between care, safety, and autonomy when sensing technologies blurred voluntary
disclosure and passive capture in shared spaces.

5.3 Managing OurData Through Collective and Ethical Awareness
Participants approached the management of OurData not as a matter of technical control, but as ethical
judgment embedded in family relationships. Rather than focusing on formal consent or ownership, they
reasoned about who might be affected by data practices and who should bear responsibility for their
consequences. Participants emphasized awareness and fairness, evaluating data practices based on whether
others were sufficiently informed, whether data capture felt appropriate in context, and whether the
burdens of sensing were unevenly distributed. Ambient data collection in shared spaces raised concerns
not because it violated explicit rules, but because it implicated people who were unaware, unable to
object, or disproportionately exposed, such as children or visitors. This orientation reflects a shift from
individual rights toward relational responsibility. Participants framed shared data as carrying obligations
toward others, managing privacy as a shared ethical concern shaped by care, accountability, and everyday
family judgment rather than individual consent or technical control. This aligns with values-and-ethics
perspectives in HCI [66] and highlights the limits of notice-and-consent models in sensor-rich family
environments.

5.4 A Relational and Family-Centered Perspective on Group Privacy
Bringing together the findings in Sections 5.1–5.3, OurData clarifies how privacy is experienced and
reasoned about in sensor-rich homes. It is not a new type of data, nor does it replace existing group
or collective privacy concepts. Prior work on family and group privacy emphasizes governance, rights,
coordination, shared exposure, and asymmetric control. While these remain important, our study shows
that in family smart sensing, privacy reasoning often begins earlier: participants first encounter data as
inherently “about us,” shaped by shared routines, roles, and responsibilities, highlighting a moment of
relational sensemaking that has been less explicitly theorized. We term this orientation OurData. Rather
than replacing existing concepts, it complements the literature by foregrounding a phenomenological and
relational stance toward sensing data, particularly salient in family smart home environments where data
is ambient, inferred, and temporally extended. By making this layer of everyday sensemaking explicit,
OurData helps articulate dimensions of family and group privacy that remain difficult to capture using
existing terms alone, providing a lens to understand how privacy emerges as a lived, relational process
before questions of ownership, control, or formal governance arise.
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5.5 Design Implications
5.5.1 Supporting Consent for Group Privacy. Participants understood OurData as emerging from shared
contexts, not merely aggregated personal data. This highlights a gap in conventional consent models, which
often assume individual decision-making and overlook collective dynamics. In sensor-rich environments,
these dynamics are amplified as ambient devices continuously capture data across spaces and users, making
it difficult to manage privacy without accounting for relational and contextual factors.
Our findings suggest consent mechanisms in ubiquitous sensing environments should support negotiation
among multiple stakeholders [86], allow real-time social control in public or semi-public settings [12], and
balance individual privacy with collective benefit through group-level utility frameworks [39, 69]. Consent
should be continuous, context-aware, and sensitive to social roles and norms, enabling the system to adapt
as relationships and spaces evolve [26, 44, 46].
We also emphasize the inclusion of passive or unaware participants, for instance via delegated consent
models where trusted entities (e.g., socially attuned AI agents) that act on behalf of others [23, 31, 58].
Building on the OurData concept, we envision an “OurAgent” that mediates group preferences, signals silent
stakeholders, and supports coordinated, fair consent in multi-user sensing environments. By explicitly
designing for relational accountability and ethically informed adaptation, this approach operationalizes
group privacy principles in ubiquitous sensing environments, offering concrete guidance for designers of
homes, workplaces, and other multi-user contexts where data is continuously captured and shared.
Beyond improving notice and consent mechanisms, our findings point to broader design opportunities
for rethinking how privacy is operationalized in multi-user sensing environments. In this sense, our work
aligns with prior critiques of individual-centric consent models [28, 68], and suggests future research
directions that explore alternative paradigms for supporting collective sensemaking, accountability, and
agency around shared data.

5.5.2 Visualizing Social Context in Ubiquitous Sensing. Participants often struggled to recognize when
individually collected data also implicated others. In ubiquitous sensing environments, even actions like
activating a smart speaker could produce data about the entire household. This highlights the need for
systems that make the social scope of OurData legible, indicating what is collected, who is affected, and in
which contexts. Interfaces can use visual cues, prompts, or collective metaphors (e.g., multi-user timelines,
shared dashboards) to represent data as a group-level artifact [41, 79, 80].
Feedback that reveals ripple effects, such as “This sleep log may reveal your partner’s routine”, helps
users reflect ethically and recognize implications for non-initiators like housemates or visitors. Designs
should consider layers of social visibility: cohabitants (family), intimate others (friends), and bystanders
(strangers) [51]. Tangible or multimodal cues (LEDs, auditory alerts, visual prompts) support awareness by
design [2, 43, 52], allowing users to navigate blurred boundaries between individual and collective data.
Features such as real-time bystander detection, post-capture visibility, and tools to obscure non-primary
users [37, 53] further enable situated, collective decisions. By visualizing social context and providing
interactive cues, these designs leverage ubiquitous sensing to support relational accountability, informed
consent, and collective privacy management in shared environments.

5.5.3 Empowering Situated and Collective Control of OurData. Participants understood ubiquitous sensing
environments as socially situated systems that reshape relationships and accountability. Spaces like kitchens
and living rooms, and devices such as smart speakers, were experienced as collective technologies grounded
in social roles and ongoing interactions. However, current infrastructures treat sensing as individually
owned and static, often producing one sided visibility or surveillance that conflicts with users’ expectations
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for shared environments. This mismatch reveals how design choices constrain opportunities for collective
reflection, mutual respect, and ethical management of shared data.
To align ubiquitous sensing with social context, systems should detect and respond to multi-user dynamics
and situational boundaries [86]. Devices can adjust data collection based on who is present, their roles, and
the nature of the interaction [22, 62]. For example, they may reduce detail during group conversations or
label areas as collective zones that require broader consent and awareness. Building on the principles of social
translucence [25], socially responsive sensing makes participants’ presence, activities, and data visibility
legible to one another, supporting awareness and accountability across cohabitants. Interfaces should also
enable collaborative reinterpretation and management of data. Controls like “switch to shared,” “blur others,”
or “flag as group data” support both real-time and retrospective negotiation of visibility, offering shared
governance rather than individual gatekeeping [55, 57]. Drawing from research on preference elicitation,
systems can help cohabitants establish sensing boundaries together, reducing power asymmetries and
supporting fair participation in household data practices.
Designing for OurData means treating sensing as a process of ongoing social negotiation, where social
translucence ensures that collective presence and activities are visible, interpretable, and negotiable. This
contributes to ubiquitous computing by articulating principles for adaptive and ethically aware systems
that recognize the collective nature of data and empower people to manage it through situated and shared
control.

6 LIMITATIONS
While our study provides insights into how families interpret interpersonal data in sensor-rich homes, it
has several limitations. Our sample (N = 34) consisted of families familiar with sensing technologies within
a single national context, which may not reflect the perspectives of more tech-averse or marginalized
groups. In addition, our participants were primarily dual-parent households with children in a relatively
narrow age range, which may limit how broadly our findings capture variations in family structures and
life stages. The ways in which OurData is constructed and negotiated may differ in other contexts, such as
single-parent families, multi-generational households, or families with older or younger children. Our focus
on family households also excludes other living arrangements and non-domestic smart environments (e.g.,
shared housing, workplaces, or semi-public spaces) or other relational configurations (e.g., child-owned
devices), where privacy dynamics may differ. In addition, the use of family co-interviews may have limited
the disclosure of sensitive intra-family disagreements, despite efforts to mitigate power imbalances. Finally,
while speculative vignettes supported reflection on potential risks, they cannot fully capture real-world
complexities, and scenario design may have influenced participants’ perceptions. Future work should
therefore examine collective data practices through longitudinal and cross-context studies.

7 CONCLUSION
As sensing technologies become embedded in everyday environments, data must be understood relationally,
shaped by shared practices, roles, and contexts. Our study reframes sensing not as neutral infrastructure but
as a site of social negotiation. The concept of OurData highlights how users navigate data as coinhabitants,
balancing boundaries and responsibilities. This perspective calls for design frameworks that foster collective
awareness, contextual consent, and interpersonal boundary management. Future sensing systems should
act as socially responsive participants, adapting to multi-user dynamics and supporting ethical, inclusive
ways of living, sharing, and caring together.
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Appendix

A InterviewQuestions

1. General Questions (Before Scenario Walkthrough)
Perceptions of Group Data
Before the scenario walkthroughs, we asked participants general questions to understand their perceptions
of group data and privacy boundaries. These questions aimed to explore how families define and differenti-
ate personal and collective data, as well as their thoughts on privacy in shared contexts.

– How do you define personal versus group (family-level) data?
– Have you ever thought about this distinction before? Why or why not?
– Can you give examples of data you consider personal, and those you consider collective?
– Are there situations where the boundary between personal and group data becomes unclear?
– Do you think some group data still require individual-level privacy considerations?
– How do you feel about data that involves multiple people (e.g., shared spaces, shared activities)? Who
should have the right to control or access such data?

– What factors or conditions make you consider data as group data rather than personal data?
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2. Vignette-BasedQuestions
For each vignette, participants simulated interactions with the prototype. Researchers guided discussions
with questions related to each component:

– Data Types
∗ What types of sensor data are collected in this scenario?
∗ Which data do you consider sensitive? Do sensitivities differ across family members?
∗ Which data is considered personal in this scenario, and which can be considered as group data (family
data) here?

∗ Do all family members agree on which data should be treated as group data? If not, what are the
differences?

– Data Usage
∗ What are potential uses of this data? By whom and for what purposes?
∗ How acceptable are these uses from your perspective?
∗ Would certain uses require additional permission or agreement?
∗ Should personal and group data be used differently? If so, how?
∗ Who should have a say in how group data is used or shared?
∗ Are there situations where using group data feels more sensitive or problematic than using personal
data?

– Data Retention
∗ For how long should each type of data be kept?
∗ Should retention vary by data type or sensitivity?
∗ Should there be differences in retention policies for personal data vs. group data?
∗ Who should be able to access, review, or request deletion of group data?
∗ How would you feel if a family member requested deletion or modification of shared (group) data?

– Data Storage
∗ Where should this data be stored (e.g., locally vs. cloud)?
∗ Should personal and group data be stored differently?
∗ Who should be responsible for managing stored data?

– Data Access and Control
∗ Who should be able to access this data?
∗ Should access differ for personal vs. group data? If so, how?
∗ Under what conditions should data be shared (e.g., among family members, with service providers)?
∗ Should certain types of group data require mutual consent before being shared?
∗ How should access permissions be negotiated, updated, or revoked over time?
∗ What happens if family members disagree on who should have access to shared data?

B Vignette-Specific Responses: Situated Social Reasoning about OurData
We further examined how families’ interpretations of OurData varied across three different shared sensing
scenarios. We note that participants’ general framings of group data and their situated responses to specific
home scenarios did not always align perfectly. This divergence reflects the contextual and interpretive
nature of collective data boundaries rather than any inconsistency in reasoning. Participants often started
with a broad notion of sharedness, then refined or revised their stance when prompted to consider particular
situations, drawing on social reasoning about relationships, roles, and practical use. Such shifts are consistent
with prior findings in privacy and data use literature [5, 59, 61], which show that abstract notions of data

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 10, No. 2, Article 50. Publication date: June 2026.



OurData: Understanding Family Privacy in Sensor-Rich Homes • 50:25

ownership are frequently reinterpreted in light of social context, relational dynamics, and practical concerns.
In the following scenario-based findings, we annotate each item with the corresponding themes (T1–T5)
to show how participants negotiated the boundaries of collective data. Their reasoning highlights not
only practical considerations, but also the social norms, relationships, and values that shape how data is
understood and used in everyday life.

Vignette 1: Family Health Management & Monitoring (Smartphone, Smartwatch)
– Family as a collective data unit (T2, T5)
Participants viewed health data as collective when used or shared within the family. F1-F said, “Even if
it’s an individual’s health data, we use it together, and healthcare services often summarize it as our family,
not just individuals.” Some participants argued that the health and activity data of each family member
should be considered a common asset, especially when used for collective monitoring or managing
family health. F2-M said: “If we’re connecting each personal health data with family health records, it’s a
common asset.” However, they also acknowledged that such data still originated from personal devices
and retained individual significance. Some framed group data technically as a sum of personal data,
suggesting its collective nature may come from computational aggregation rather than shared activities
or relationships.

– Activity-based definition (T1)
Participants also defined group data based on whether multiple family members engaged in the same
activity together. Solo activities, even in shared spaces, were considered personal. F4-M explained:
“Everything except the data that was collected from the shared activities is personal data. Home is a shared
space, but it’s also a personal space at the same time. Even if all of us are at home, but if I’m the only
one who’s exercising in the living room, then that’s personal.” Others (F4, F5, F6, F7, F10) showed similar
responses that the collective nature of the activity itself determines whether data is shared.

– Device and data type dependency (T3)
Participants stressed that the type of device producing the data determined whether it was considered
personal or shared. Data generated by an individual’s device remained personal, regardless of where or
when it was created. F8-M described: “I think family health data is just a sum of personal data. After all,
it’s all coming from an individual. You do your thing, and you may contribute. But that doesn’t mean it’s
something we all share.” F3 and F9 similarly indicated that although data might be aggregated at a family
level, its fundamental nature was still rooted in individual ownership because each piece was produced
independently by personal devices.

Vignette 2: Device Sharing (Smart speaker)
– Smart speaker as a shared device (T1)
Several participants likened the smart speaker to other shared household devices, highlighting its role as
a medium for facilitating family activities. For example, F1 and F4 described the speaker as a tool used
together for everyday tasks, similar to watching TV. F4-F said, “We bought the speaker for family use and
all of us actively use it. Regardless of personal use, I think the data from this device belongs to all.” F3, F5,
and F6 similarly emphasized that the smart speaker is inherently collective because it is designed for
everyone in the household, not for individual use.

– Speaker data as a collective asset (T2)
Participants also described how the type of data collected by smart speakers reinforced their shared
nature, shaped by the social intimacy of household interactions. F7-M highlighted the difference between
speaker data and other types of personal data, stating: “Speaker data differs from physiological data
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collected by smartphones or smartwatches because conversations reflect our thoughts and interactions. In
such sense, they’re group data.” Similarly, F2-B1 reported: “Family conversations recorded through the
speaker are a common asset. Each voice can’t be separated as personal data.”

– Purpose and context in speaker usage (T4)
In the device sharing scenario, participants emphasized that the purpose behind using a device like a
smart speaker determined whether the resulting data was personal or collective. When an individual
used the device alone, the data was perceived as personal, even if the device itself was shared by the
household. F2-M explained: “If I use the speaker alone while others are together, that’s personal data. Guests’
data are also personal.” Similarly, F8-G2 stressed the importance of user purpose, stating: “If the purpose
was personal, it’s personal (e.g., searching).” These responses highlight that the mere fact that a device
is shared does not automatically make all its data collective; the usage context and social interaction
around the device critically shape the boundaries of OurData.

– Boundary of contributors (T2, T5)
Participants showed divergent views on whether guest data should be treated as part of OurData (T2).
Overall, regular visitors, such as nannies, were often considered contributors, while incidental users,
like occasional guests or delivery people, were excluded. F6-M explained, “We have a nanny coming over,
and we inform her that her voice can be recorded. We registered her as a user to use commands like ‘open
curtain.’ She has the right to be informed and is part of our family data.” F7-F emphasized that only close
social intimates should count as contributors. F9-F further framed OurData through accessibility (T5),
arguing that any data accessible to all family members qualifies, regardless of who created it or which
device produced it. In contrast, F8-F noted that incidental users, such as bystanders, should not be part of
OurData, saying: “Bystanders didn’t sign up for device use, and we don’t have to inform them.” F1-F also
emphasized respecting guests’ rights while keeping them outside the family’s collective data, stating:
“Guests should have rights over their data but are not contributors. Maybe future services can tag guest voices
as not our family’s data.”

Vignette 3: Home Monitoring & Safety (Smart Camera)
– Camera data in shared spaces (T4)
Participants generally viewed camera data collected in shared spaces as belonging to the family as a
whole. F1-F said: “It’s a ‘home’ camera, used together.” Similarly, F3-M emphasized: “If the camera is in a
shared space, there’s no personal data. It’s a family device in a group space!” F6-M added that monitoring
household members was the camera’s main purpose: “The camera is for monitoring kids and nanny. No
one in our home feels uncomfortable because it’s natural.”

– Context and place determine personal vs. group data (T4, T5)
Some participants highlighted that camera data could shift between personal and collective depending
on the context and location (T4). F1-M stated: “Footage of me alone in the kitchen or on the sofa is personal
data. It depends on space.” However, not all participants relied solely on spatial or contextual cues. Others
viewed ownership based on access permissions, which played a decisive role in defining whether it was
personal or shared (T5). F4-M noted “If only I can view my footage, it’s personal data; if the family can
access it, it’s group data.”

– Behavioral data is personal, even in shared spaces (T3, T4)
Some participants argued that even in shared spaces, captured behaviors should be treated as personal
data. This perspective emphasized that data ownership is grounded not just in physical context, but in
the individual’s identifiable actions and contributions (T3). F7-B pointed out: “Camera footage captures
individual movements and behavior, making it personal data, even if in a shared space.” Others noted
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that the purpose of use, whether monitoring individual activity or family routines, shapes judgments of
personal vs. collective data (T4). F5-F and F9-F emphasized individual activity over shared framing: “Even
if the family is together, different actions make it personal data. How could this be labeled as family data?
Just because we’re in the frame together?”

– Outdoor camera footage and ethical considerations (T2, T5)
Participants also discussed footage captured outside the home, raising questions about the boundaries of
shared data. Perceptions of OurData extended beyond household members, depending on the level of
social intimacy (T2). F2-M and F2-F remarked: “Outdoor cameras monitor neighbors, delivery people, and
guests. They contribute to data, but there’s no need to be notified." Participants also noted that access and
system settings affect ownership (T5). F4-M added, “Bystanders outside have rights over their data but
limited access. Guests inside should be considered part of the data.”

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 10, No. 2, Article 50. Publication date: June 2026.


	Abstract
	1 INTRODUCTION
	2 RELATED WORK
	2.1 From Individual Rights to Group Privacy: Rethinking Privacy as Collective Norm
	2.2 Group Privacy in Sensing Environments
	2.3 Multi-user Privacy Challenges in Smart Homes with Families

	3 METHOD
	3.1 Participants
	3.2 Vignette Design
	3.3 Storyboard-based prototype
	3.4 Procedure

	4 RESULTS
	4.1 Interpreting and Negotiating OurData in Families (RQ1)
	4.2 Privacy Concerns and Expectations in Managing OurData

	5 DISCUSSION
	5.1 OurData for Family Privacy as Contextual, Plural, and Socially Constructed
	5.2 Rethinking Privacy Risks as Collective Exposure in Smart Homes
	5.3 Managing OurData Through Collective and Ethical Awareness
	5.4 A Relational and Family-Centered Perspective on Group Privacy
	5.5 Design Implications

	6 LIMITATIONS
	7 CONCLUSION
	Acknowledgments
	References
	A Interview Questions
	B Vignette-Specific Responses: Situated Social Reasoning about OurData

